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This lab is categorized into 4 parts.
1. Setting up the Hypervisor server (ESXi) and creating VMs- Centos and Windows Server 2012.
2. Network configuration of eNB
3. Installation of Required Software for the eNB interfacing.
4. Commissioning the eNB.


1. a) Setting up the Hypervisor Server

Collect the blank Hard-disks from the Professor. This will be the storage for the EPC, ESXi and other software that will be installed in the subsequent steps.

In the DLC 1B20 Lab, kindly use SOC 4 (team-1) and SOC 5 (team-2) servers.  First the hypervisor software needs to be installed and the link for same can be found below:
https://my.vmware.com/en/web/vmware/evalcenter?p=free-esxi6 
Please burn the software into a DVD, so that you can use the same in the server.

During the boot process, make sure that both the Hard-drives that you inserted are powered on as shown below:
[image: ]

Go into the boot manager and make the server boot from the ESXi software that you downloaded. 

Give the default username as “root” and password as “password”. This is just to maintain an uniformity among the servers.

Note down the IP address that the server gets. This is the IP address that you need to browse into, for creating VMs.
[image: ]

b) Creating the VMs

   Once you are in the browser window of the server, go to     Storage and create a new datastore. VMs are created in the datastore. We will be using a single datastore for both the VMs.

Once the datastore is created, import the image file of Windows Server 2012 R2 (64 bit) version. 

Next, go to Virtual Machines and create a new VM.
[image: ]

Now make the VM point to the image that you uploaded and start the installation.



2. Network configuration of eNB

Switch on the eNB and wait for a static green light in the back. Once stable, console into it.

Username: root
Password: air4best

Check if you are able to console into the eNB with the default baud rate. If not, try increasing it.

Once you are in the shell, check the ip address of the eNB. There might be multiple interfaces and each might have its own IP. To actually check which eth interface you are connected to, refer to the mac address of the NIC below the eNB.  

Disable the other eth interfaces. Change the IP of the connected interface to “192.168.1.71”.  Now reboot the eNB.

Now check for the IP again and verify if the changes that you made are saved. The shell takes up the default ip of the interface from “/bsdata/ipaddr” and hence, this time make the modifications in this file. 

If you are not able to disable the other eth interfaces, then assign them a static IP in a different subnet in the same file. This is to ensure that you are not confused about the eth interface which is being connected to.

Paste a screenshot of the file after your modification.

Again reboot and check the Ip address. Are the changes reflecting? Please paste a screen shot of the addresses after the change.

Now ping to the computer that the eNB is attached to. Make sure that both are in the same subnet.

Please attach a screen shot of the ICMP message to the eNB and from the eNB.

This ensures that the eNB is assigned a static IP and is part of the same subnet as the EPC, which will be configured in the subsequent steps.

3. Installing the required software on Windows R2 server

There are 3 main software to be installed on windows:
· Netspan
· SQL Express (64 bit)
· Web server (IIS)

But for Netspan to be installed, web server (IIS) and SQL server need to be installed. 

Server manager is a built-in feature of windows server which is used to configure IIS.

Also, few options in the software installation may not be exactly as mentioned in the manual, but it gives an outline of the process.

Installation guide for IIS:




SQL Express software is free to download from Microsoft website. (just search for sql express 2014) 

Installation guide for SQL:



(note: when you are in the database engine configuration page in the manual, follow the manual procedure and click on ‘add current user’ instead of ‘add user’)

Installation of Netspan:
The installation file will be on the website

Extract the file and run the setup.

When you see the screen below:
[image: ]
Select the database server that you selected during IIS configuration (the server from the server pool). If you see server name with WIN/… it is referring to your local machine. Since you selected server from the server pool, please select the other server name.
 
Login: sa
Password: (the password that you provided in the database engine configuration during SQL installation) 

And you should see the Netspan installing.
 
After it is installed, you can access the Netspan web GUI by going to http://localhost/Netspan/startup/login.aspx from the VM. 



Login credentials:

Username: admin
	Password: password
	
And you should be able to login to the netspan management UI.
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About this Guide
1.1 Purpose

This guide describes the procedures required for installing IIS. It covers the following areas:

» Installing IIS
How to Enable SSL for Netspan on IIS 7 (Windows Server 2008 and Windows 7)

>
» How to Enable SSL for Netspan on IIS 8.5 (Windows Server 2012 R2 and Windows 8.1)
» Preventing browser warnings caused by self-signed certificates

f“"”“;s Note: This guide contains significant information required for completing the
initial Netspan installation.

1.2 Intended Audience

This guide is for the personnel who are responsible for installing IIS. Airspan assumes that you are
qualified in performing installations and have a basic working knowledge of IIS.

1.3 Conventions

This document uses the following informational conventions.

Checkpoint: Marks a point in the workflow where there may be an exit or branch
to some other procedure. At each Checkpoint the reason for an exit or branch is
given along with specific directions to locate the entry point in the other
procedure.

Reference: Gives a resource in the workflow that may be needed to complete a
procedure along with specific directions to use the resource.

Caution: Describes a possible risk and how to lessen or avoid the risk.

Advice: Provides a recommendation based on best practice.

2> .| <

[0S Note: Provides useful information.

&l

1.4 Referenced Documentation
The following documents contain related information:
e UGD-D00131 - Netspan Installation and Upgrade Guide
This guide provides instructions on how to install Netspan.
e UGD-D00644 - Netspan SQL Server 2008 R2 Express Installation Guide
This guide provides instructions on how to install SQL Server 2008 R2 Express.
e UGD-D00677 - Netspan SQL Server 2008 R2 Standard Installation Guide
This guide provides instructions on how to install SQL Server 2008 R2 Standard.
e UGD-D00733 - Netspan SQL Server 2012 Express Installation Guide

This guide provides instructions on how to install SQL Server 2012 Express.
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e UGD-D00737 - Netspan SQL Server 2012 Standard Installation Guide
This guide provides instructions on how to install SQL Server 2012 Standard.
e UGD-D00738 - Netspan SQL Server 2014 Express Installation Guide
This guide provides instructions on how to install SQL Server 2014 Express.
e UGD-D00739 - Netspan SQL Server 2014 Standard Installation Guide

This guide provides instructions on how to install SQL Server 2014 Standard.

1.5 Organisation of This Guide
This guide is organised into the following sections:

About this Guide

Installing IIS

How to Enable SSL for Netspan on 1IS 7 (Windows Server 2008 and Windows 7)

How to Enable SSL for Netspan on IS 8.5 (Windows Server 2012 R2 and Windows 8.1)
Appendixes

Revision History

VVVVYVYVY
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2 Installing lIS

This section provides instructions for installing IIS on Windows OS. Based on the OS that you have
installed, select one of the following installation procedures that is appropriate for you:

Install [IS on Windows 2008 Server and Windows Server 2008 R2

[ ]
e |Install IIS on Windows Server 2012 and Windows Server 2012 R2
e |Install IS on Windows 7
e |Install IIS on Windows 8
Note: For information on the prerequisites, permissions, and user role that are
sy required to perform this installation, see Netspan Installation and Upgrade Guide
&) (UGD-D00131).
2.1 Install lIS on Windows 2008 Server and Windows Server 2008 R2

1. Select Roles.

2. Normally Windows 2008 Server starts user login session with Initial Configuration Tasks

window.

If this is disabled, launch the Server Manager from the Start menu (by selecting
Administrative Tools -> Server Manager). Then right-click on Web Server (11S) option (see
screenshot below) and select “Add Role Services”.

E Server Manager

File  Action ‘Miew Help

=% > H

__.=!r_=| Server Manager (MMIY02)
= 5 Roles

i,\. Application Server

SRCE] Veb Server (TIS)

Internet Information Se

rj’_-] Features
& Diagnostics
fﬁ_!; Zonfiguration
=5 Storage

Figure 1 - Server Manager
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[ Initial Configuration Tasks

=8

Perform the following tasks to iniialy configure this server

[_[O[x

By
& J Windows Server-200s
Standard

=~ Setlime zone
K¢ Confiaure petworking

=

A Frovide somputer name and domain

2 Enable automatio updsting and
5 fesdback

£]' Dowrload and install updates
iﬁ}, fidd roles
j)', Add features

95 Enable Remote Diesktop

ff Configure Windows Frewall

Piint. e-mail. o save this information

I spesiting computer rfomation
Time Zone: (BMT) Grsenwich Mesn Tine - Dublin, Edinbuigh, Lisbon, London

Local Area Connection: |Pv4 addiess assianed by DHCP, IPvE enabled

Full Computer Name:
Domain:

METVIEW?2 airspan com
aitspan.com

ﬂ] Updating you Windows server

Updates:
Feedback:

Install updates automaticall using Microsoft Uipdate
Windows Enor Reporling off
Hat participating in Custorner Experience Improvement Program

Checked for Updates:  10/03/2010 0222
Installed Updates: 10/03/2010 03:02
W custorizing you server
Roles: File Services
Features: MNET Framework 3.0 Features
Remote Desktop: Enabled
Firewall: On

™ Do not show this window at logon

Close

Figure 2 - Installation Configuration Tasks

3. Add Roles Wizard
Read “Before You Begin” note and press Next.
4. Select Server Roles

Select Application Server and Web Server (1IS) roles.

Add Roles Wizard

Server Roles

Role Services
Web Server (II5)

Role Services
Confinmation
Progress

Resuks

Salact one o more: rokes bo install on this sarver,

[[] mctive Dirsctory Domain Services

[] Active Directory Federation Services

[ Active Directory Lightwesght Directory Sarvices
[] Active Directory Rights Managsment Services
[#] Application Server

[ DHCP Sarver

[] M5 Server

[] Pax Server

[ metwork Pobicy and Access Sendaces

[] Prink Services
[ Terminal Sarvices
[] uoo! Services

[ # et Sarver (115)
] wredowss Daployment Services
[ windows Server Update Services

Moz about server roles

<previous |[ pet> |

Rales: Desscription:
|| active Directory Certificats Services mmmr%:»m:;i&

cancel |

Figure 3 - Select Server Roles

5. When Application Server is selected confirm the message box — press Add Required

Features.

6. Application Server
Read the information note and press Next.
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7. Select Role Services for Application Server
Select the following services for Application Server: Application Server Foundation, Web
Server (1IS) Support, HTTP Activation (required for Web Services).

Add Roles Wizard [ x|

I—: e
! * Select Role Services

EBefore You Begin

Select the role services to install For Application Server:

Server Roles Description:

N {115} Supp
Application Server /] .HET Framework 3.5.1 ;Vpep‘?ics‘:i';reaneIrI\?erStuo hggi ?nnt:‘:llﬂe; ar

b CEECIR external Web sites and Web services
] COM+ Hetwork Access that communicate over HTTP. It
[] TP Port Sharing includes suppart For ASP.MET

= [E windows Process Ackivation Service Support applications that can be accessed via
a 'web browser such as Internet

Role services:

‘Web Server (I15)

Rale Services

[¥] HTTP Activation

Confirmation ) o Explorer, and Web services builk using
g [ Message Queving Activation Windows Communication Foundation
el [[] TCP activation {WCF),

Results l: Mamed Pipes Activation

= |: Distributed Transactions
l: Incoming Remote Transactions
’: Oukgoing Remaote Transactions
l: WS-Akomic Transactions

IMore about role services

= Previous | MNext = I Install Cancel

Figure 4 - Select Role Services

8. When Web Server (IIS) is selected confirm the message box — press Add Required Role
Services.

9. Web Server (lIS)
Read the information note and press Next.

10. Select Role Services for Web Server (IIS)
In addition to the services selected by default enable [IS6 management Compatibility option.
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Add Roles Wizard

. Select Role Services

Before You Begn Select the role services to instal for Web Server (I1S):
Server Roles Role services: Description:
Apphcation Server =) | web Server e E&MM orward compatibity for

Role Services = E| Comenon HTTP Festures your appications and scripts that use
v, Seatic Content the two 115 APIs, Admin Base Objact
| Default Document (ABO) and Active Directory Service
[V Directory Browsing Interface (ADSI). You can use existing
[) HTTP Errors 115 6 scripts to manage the I1S 7 Web
= server.

[¥] HTTP Redwrection
[} WebDAV Publishing

= [ Applcation Development =
[/ ASP.NET
V] .NET Extensibity
L Asp
L cal
[V] 1SAPI Extensions
¥ ISAPI Filters
[ server Side Inchudes

= | Heakh and Diagnostics
\¥. HTTP Logging
(V] Logging Tooks
[V Reguest Monitor
v Tracing
[ Custom Logong
[ ODBC Loggng

= ¥ Securry

[V Basic Authentication

Windows Authentication

Digest Authsntication

Chert Certificate Mapping Authentication

115 Chent Certificate Mapping Authentication

URL Authorization

Request Filtering

(V] 1P and Domain Restrictions

= [V Performance
(V] Sratic Content Compression
¥ Dynamic Content Coemprassion

= [V] Management Toclks
[¢] 115 Management Console
[¥] 115 Management Scripts and Tooks
[V] Management Service

SR 1S 6 Management Compatibiity
(V] 115 6 Metabase Coenpatiblity
[/] 115 6 WMI Compatibiity
[¥] 115 6 Saripting Tools
V] 115 6 Managemeant Console

KR

<<

{7

[«

More abouk ol services

Figure 5 - Role Services
11. Confirm Installation Selections
Verify all the options selected and press Install.
12. Installation Progress: Wait for the installation to complete.

13. Results: Following Installation, check the installation results and verify that the installation has
succeeded. Reboot the server if requested by the installer
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Add Roles Wizard E

ﬁi Installation Results
Before Yiou Begin _
The Following roles, role services, or features were installed successully:
Server Roles
Applcation Server - application Server & Instalistion succeeded =
Role Sarvices The following role services were installed:
MNET Framework 3.5.1
Wit Server (115) Web Server (115) Support
Role Services Windows Process Activation Service Support
TR HTTP Actie Stan
Prograss ~| Web Server (II5) ¥ Installation succeeded
Thie following role services were installad:
Web Server
Commaon HTTP Features
Static Conkent
=
Print, -l o sve the instalation regort

Figure 6 - Results
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.2 Install lIS on Windows Server 2012 and Windows Server 2012 R2

1
o

z

N

1. Start the Server Manager.

E Server Manager == -

=

@@' «« Dashboard Manage  Tooks  View

B8 Dashboard

WELCOME TO SERVER MANAGER

Local Server

i

i' All Servers . .

i: o Configure this local server
[

File and Storage Services I

QUICK START

Add roles and features

MJ

3 Add other servers to manage

WHAT'S NEW —
4 (Create a server group
Hide
LEARN MORE
ROLES AND SERVER GROUPS

Roless1 | Serveraroups: 1 1 Sepyers total 1

Figure 7 - Server Manager — Dashboard
2. From the Quick Start menu, select Add roles and features.

3. Before you begin - after reading the notes, click Next.
4. Select installation type - select Role-based or feature-based installation and click Next.

i Add Roles and Features Wizard = |[= -

[

DESTIMATION SERVER

Select installation type NMSVO3 sirspan com

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin : HEE ;
machine, or on an ofiline virtual hard disk (VHD).

Installation Type

® Role-based or feature-based installation

Server Selection ) ) .
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

| < Previous | | Next = Install

Figure 8 — Server Manager — Installation Type
5. Select destination server - select option Select a server from the server pool and click Next.
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DESTIMATION SERVER

Select destination server T

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type

) Select a virtual hard disk

Server Rolas Server Pool

Features

Filter: |

Mame IP Address Operating System

NMSWV03.airspan.com ,2.35.124 Microsoft Windows Server 2012 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

| <Previous | | Mext> | | nstal || Cancel

Figure 9 — Server Manager — Server Selection

6. From Select server roles, check the Application Server and Web Server (IIS) checkbox and
click Next.

DESTINATION SERVER

Select server roles NMSVO3 airtpan com

Before You Begin Select one or more roles to install on the selected server.

Installaticn Type Roles Description

Server Selecton [ e : ) | Web Server (IIS) provides a reliable,
" [T] Active Directory Certificate Services managesble, and scalable Web

[] Active Directory Domain Services application infrastructure.

Features [] Active Directory Federation Services
Web Server Role (IS) [C] Active Directory Lightweight Directory Services

Role Services [C] Active Directory Rights Management Services
Application Server (Vi Appication Server

[C] DHCP Server

[C] ONS Server

[] Fax Server
b [m] File And Storage Services (Insta

[T] Hyper-v

[C] Network Policy and Access Services

[] Print and Document Services

[[] Remote Access

[] Remote Desktop Services

[T] Volume Activation Services
[ Windows Deployment Services
[[] Windows Server Update Services

[ <Brevious | | Next> |

Role Services

Confirmation

Figure 10 — Server Manager — Server Roles
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7. Inthe Features selection window, select the following options and click Next. (For all the other

options in this window, keep the defaults offered).

e Add Roles and Features Wizard - [a %]
- DESTIMATION SERVER
Select features NMSVO3.sirspan com
Before You Begin Select one or more features to install on the selected server.
Installation Type Features Description
Server Selection ~ i i i
4 NET Framework 2.5 Features This cgntalns the available User
Server Boles ) Experience and Infrastructure
.NET Framework 3.5 (includes NET 2.0 and 3.0) options.
Features HTTP Activation =
Web Server Role (II5) ] Non-HTTP Activation
Role Services A MET Framework 4.5 Features (Installed
Application Server | NET Framework 4.5 |
Role Sarvices ASP.NET 4.5
) F WCF Services (Installed)
Confirmation o
HTTP Activation
[ Message Queuing (MSMQ) Activation
] Named Pipe Activation
[] TCP Activation
v| TCP Port Sharing (Installed)
O Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption »
< mn
| < Previous | | Next = Insta

Figure 11 — Server Manager - Features
8. Inthe Web Server Role (IIS) window, click Next.

9. Inthe Web Server Role (IIS) Role Services window, select the following options and click

Next.
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DESTINATION SERVER

Select role services NMSVO3 sirspan.com

Before You Begin Select the role services to install for Web Server (I15)

Installation Type Role services Description

Server Selection Web Server id rt for HTML
o provides support for
4 LD SETE Web sites and optional support for
4 Common HTTP Features ASP.NET, ASP, and Web server
Features Default Document extensions. You can use the Web

e erer e 1) () Drecrysowsng sener o ot el er el

HTTR Errors for developers to create Web-based
Application Server Static Content applications.
HTTP Redirection
[[] WebDAV Publishing
4 Health and Diagnostics
HTTP Logging
[] Custom Logging
Logging Tools
[[] ODEC Logging
Request Monitor
Tracing
4 Performance
Static Content Compression
Dynamic Content Compression
4 Security
Request Filtering
Basic Authentication
[[] Centralized S5L Certificate Support
Client Certificate Mapping Authentication
Digest Authentication
15 Client Certificate Mapping Authentication
IP and Dlomain Restrictions
URL Authorization
Windows Authentication
4 Application Development
NET Extensibility 3.5
NET Extensibility 4.5
Application Initialization
[ asp
ASP.NET 3.5
ASP.NET 4.5
[ cal
ISAP| Extensions
ISAPI Filters
[ server Side Includes
WebSocket Protocol
B[] FTP Server

Server Roles

Role Services

Confirmation

install | | Cancel

Figure 12 - Server Manager —Web Server Role (IIS) Role Services
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Select role services e ——

Before You Begin Select the role services to install for Web Server (I15)

Installation Type Role services Description

Server Selection || Custom Logging Web Server provides support for HTML

Server Roles . Web sites and opticnal support for
Logging Tools ASP.NET, ASE, and Web server

Features [] ODBC Logging extensions. You can use the Web

Web Server Rale (I15) Request Monitor ifr;er-to host an in_t;mal or e.xtemal
. te or to provide an environment
Tracin =0 sl
v 9 for developers to create Web-based
4 Performance applications.

Static Content Compression
Dynamic Content Compression
Confirmation 4 Security
Request Filtering
Basic Authentication
[] Centralized S5L Certificate Support
Client Certificate Mapping Authentication
Digest Authentication
IS Client Certificate Mapping Authentication
IP and Dlomain Restrictions
URL Authorization
Windows Authentication
4 Application Development
NET Extensibility 3.5
NET Extensibility 4.5
Application Initialization
[] asp
ASP.NET 3.3
ASP.NET 4.5
[ cal
ISAP| Extensions
ISAPI Filters
[ server Side Includes
WebSocket Protocol
b [ FTP Server
[ 115 Hostable Web Care
4 Management Tools
II5 Management Conscle
4 lI5 6 Management Compatibility
115 6 Metabase Compatibility
1IS 6 Management Console
IS 6 Scripting Tools
1S 6 WMI Compatibility
[] 115 Management Scripts and Tools

Application Server

Role Services

[[] Management Service v |

| < Previous || MNext = |

Figure 13 — Server Manager —Web Server Role (lIS) Role Services Cont.

10. In the Applications Server window, click Next.
11. In Application Server Role Services window, select the following options and click Next.
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DESTIMATION SERVER

Select role services e —

Before You Begin Select the role services to install for Application Server

Installation Type Role services Description

Server Szlection HTTP Activation supports
pports process
Server Roles NET Framework 4.3 activation via HTTP. Applications that

[0 COM+ Network Access use HTTP Activation can start and stop
Features 4[] Distributed Transactions dynamically in response to work items
Web Server Role {II5) ] WS-Atomic Transactions that arrive over the network via HTTP.
Role Services D Incoming Network Transactions
Application Server [] Outgoing Metwork Transactions
[[] TCP Port Sharing
Web 5 115} 5 rt
Confirmation V] Web Server (I5) Suppo
4 Windows Process Activation Service Support
P Activation

[ Message Queuing Activation

[[] Mamed Pipes Activation

[] TCP Activation

|<I_’reviuus|| MNext = | | Install || Cancel

Figure 14 — Server Manager — Application Server Role Services

12. Confirmation window - select Install and wait for the installation to complete, which will take
several minutes.

13. Results window — Close the window after installation is completed.

DESTIMATION SERVER

Installation progress NMSVO3 sirspan com

View installation progress

o Feature installation
|
Installation succeeded on NMSV03.airspan.com.

NET Framework 3.5 Features
.NET Framewaork 3.5 (includes .NET 2.0 and 3.0)
HTTP Activation
MET Framework 4.5 Features
ASP.NET 4.5
WCF Services
HTTP Activation
Application Server
MET Framework 4.5

Windows Process Activation Service Support
HTTP Activation

You can close this wizard without interrupting running tasks. View task progress or open this page

again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous | | Next > | | Close | | Cancel

Figure 15 - Server Manager - Results window
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.3 Install IIS on Windows 7

1. In the Start menu, type add or remove programs, and then select that option.

2. From the resulting dialogue, select “Turn Windows features on or off” from the options on the
left.

r -~ .

P
) | v Control Panel » Programs » Programs and Features - | +y | | Search Programs and Features 2 |

7

N

File Edit View Tools Help

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair,
'&' Turn Windows features on or

il Organize + 42 - .@.

Install a pregram from the -

network MName Publisher Installed On  Size |:|
[0 Adobe Flash Player 11 ActiveX Adobe Systems Incorporated 08/10/2012 600 —
EAdobe Reader X (10.1.3) Adobe Systerns Incorporated 24/10/2012 1389
Al Cl e P11 £ Al Cineel T An A 0 52
4 1 | 2

' Currently installed programs Total size: 146 GB
}‘,‘ il,- 148 programs installed

148 items

A

Figure 16 - Turn Windows features on or off

3. From the resulting dialogue, select “Microsoft .NET Framework 3.5.1” and “Internet
Information Services” and ensure that the options shown in the screenshots below are

enabled.
r — 5
Windows Features @M
Turn Windows features on or off (7]

To turn a feature on, select its check box, To turn a feature off, clear its check box. A filled
box means that only part of the feature is turned on.

= i\ Microsoft MET Framework 3.51 o

[] | Windows Communication Foundation HTTP Activation (Tl
[] | Windews Cemmunication Feundation Mon-HTTP Activation
[ | Microsoft Message Queue (MSMQ) Server -

OK ] ’ Cancel

b

Figure 17 - Selecting Microsoft .NET Framework 3.5.1
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Windows Features [ =HEE ﬂ

Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its check
box. A filled box means that enly part of the feature is turned en.

=] . Internet Informatien Services -
[7] 1) FTP Server
=] . Web Management Tools
=] . 056 Management Compatibility
[[] ., mse Management Conscle
[C] |, 0S6 Scripting Tools
[] ) mS6 WMI Compatibility
. 15 Metabase and IS 6 configuration compatibility
, 15 Management Console
[C] |, 1S Management Scripts and Tools
[C] |, 1S Management Service
= , World Wide Web Services
=] . Application Development Features

| NET Extensibility

]}, asp

| ASP.NET

1) car

, ISAPI Extensions

| ISAPI Filters =
|:| . Server-Side Includes

=] , Commen HTTP Features
, Default Document

. Directory Browsing

, HTTP Errars

, HTTP Redirection

) Static Content

, WebDAV Publishing
= [@ | Health and Diagnostics

OEOEEE

[Tl 1. Custom Legging

, HTTP Logging

[C] 1. Logging Teels

[C] }, ODBC Logging

. Request Monitor

[T 1. Tracing —

= ) Performance Features
. Dynamic Content Compression

=GO

| | Static Content Compression
=] J Security
| Basic Authentication
) Client Certificate Mapping Authentication
. Digest Authentication
) 5 Client Certificate Mapping Authentication
J IP Security
. Request Filtering
. URL Authorization
. Windows Authentication
[] |, Internet Information Services Hostable Web Core -

EOoOEOOOOEO

|| QK ] ’ Cancel

Figure 18 - Selecting features

2.4 Install lIS on Windows 8

1. Open Control Panel.
2. Select Programs and Features.
3. Select Turn Windows features on or off.
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» Control Panel » Programs »

Control Panel Home
Programs and Features

System and Security

Network and Internet

=
k F Uninstall a program '@ Tum Windows features on or off
Run programs made for previous versiens of Windows

How to install a program

Hardware and Sound Default Programs

* Programs Set your default programs
User Accounts —
&, | Java
Appearance and EE.J

Personalization
Clock, Language, and Region

Ease of Access

Change default settings for media or devices

Make a file type always open in a specific program

Figure 19 — Programs and Features Window

In the ensuing window, make sure you enable the options shown in Figure 20.

Turn Windows features on or off

box. A filled box means that only part of the feature is turned on.

[
= [®] |, .MET Frameweork 4.5 Advanced Services
1) ASP.NET 4.5
= [=] ). WCF Services
1 HTTP Activation
[ 1! Message Queuing (MSMQ) Activation
[ /. Mamed Pipe Activation
[} TCP Activation
| TCP Port Sharing
[[] || Active Directory Lightweight Directory Services
14 Hyper-v
| Internet Explorer 10
= [®] [ Internet Information Services
11 FTP Server
= [=] . Web Management Tools
= [® 1} IS 6 Management Compatibility
[J 1. 156 Management Console
] /. 1S 6 Scripting Tools
[J 1. 1S 6 WMI Compatibility
1. 1S Metabase and IIS 6 configuration compatibility
;IS Management Consele

[] 1. IS Management Scripts and Tools
[0 1S Management Service
= [=] 1. World Wide Web Services
= [®] || Application Development Features
| .NET Extensibility 3.5
.MNET Extensibility 4.5
Application Initialization
| ASP
| ASP.MET 3.5
| ASP.MET 4.5
) cal
| ISAPI Extensions
| ISAPI Filters
[0 Server-Side Includes
| WebSocket Protocol
= [®}, Common HTTP Features
| Default Document
| Directory Browsing
1. HTTP Errors
]}, HTTP Redirection
| Static Content
[J ) WebDAV Publishing
= [®] }. Health and Diagnostics
[J . Custom Logging
| HTTP Logging
[J |\ Logging Toels
[J |, ODBC Legging
[J | Request Monitor
[ Tracing
Performance Features
|| Dynamic Content Compression
| Static Content Compression
= =] [ Security
[] | Basic Authentication
[[J | Centralized S5L Certificate Support
[J . Client Certificate Mapping Authentication
[] | Digest Authentication
[CJ1. 1S Client Certificate Mapping Authentication
[0 1P Security
| Request Filtering
[} URL Authorization
| Windows Authentication
]/ Internet Informaticn Services Hostable Web Core

@

To turn a feature on, select its check box. To turn a feature off, clear its check

w

Figure 20 — Selecting features
Click OK.

If Windows needs files from Windows Update to finish installing some features, select
Download files from Windows Update.
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1 Windows Features

Windows needs files from Windows Update to finish installing some features.

= Download files from Windows Update

% Don’t connect to Windows Update
No changes will be made to your PC.

Cancel

Figure 21 — Windows Features

6. When Windows completes the requested changes, click Close.

5 Windows Features
Windows completed the requested changes.

Figure 22 — Completing the IIS Installation
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3 Enabling SSL for Netspan

This section provides instructions for enabling SSL for Netspan. Based on the OS that you have

installed, select one of the following installation procedures that is appropriate for you:

e How to Enable SSL for Netspan on [IS7 (Windows Server 2008 and Windows 7)

How to Enable SSL for Netspan on 11S8.5 (Windows Server 2012 R2 and Windows 8.1)

3.1 How to Enable SSL for Netspan on IIS 7 (Windows Server 2008 and

Windows 7)
3.1.1 Adding a Security Certificate

1. Start Internet Information Services (1IS) Manager and select the server in the list of

Connections.
1 . p— — —
& Intemet Information Services (IIS) Manager - 9 i ) [
@7 &) (% » AIR006023 * EEEICE
File VYiew Help
Connections q Actions
! AIR006023 Home
v Manage Server
« % AIR006023 (AIRSPANY | Fifte: - 860 - Show Al | Group by: Area B 2 Restar
i/ Application Pools » Start
51 Sites ASPNET . o 7 ) i ® siop
‘E% X L] ..? .:I:: it? View Application Pools
y View Sites
NET .NET .NET Error .NET NET Trust Application Connection Machine Pages and lew Sites - RN =
Authorizati.. Compilation  Pages  Globalizati..  Levels Settings Strings Key Controls fﬁwa nge NET Framework
Version
\‘L’) % Eaz' @ Help
Providers Session SMTP Online Help
State E-mail

1s

& 9 e = a &
Authentica.. Compressi.. Default Directory  Error Pages  Handler HTTP
Document  Browsing Mappings  Respon.

o H o o= T 2

Logging MIME Types Modules Output Request Server Worker

T

ISAPIand ISAPIFilters
CGI Restri

Filtering Certifw Reguest and manage certificates for Web sites that use SSL]

Caching
Management
B &
Configura..  Feature Shared
f Editor Delegation Configura.

< M | » [= Features View |22 Content View

I Ready

%

Figure 23 — Select the server

2. Select and run (double click) Server Certificates

: J— — =y i
Interet Information Services (IS) Manager ™ e
@ () [%2» Arooso2s » Gt @
Fle View Help
Connections e Actions
“g! Server Certificates
: Import.. !
45 AIR006023 (AIRSPANY | Use this feature to request and manage certificates that the Web server can use with Web sites configured for SSL. Create Certificate
2 Application Pools = - Request...
>3 Sites Name Issued To Issued By Expiration Date  Certificate Ha Cormplotal G
IIS Express Development Ce... localhost localhost 14/06/2021 01.. 548BAAGSF04 Request...
Create Domain
Certificate.
Create Self-Signed
Certificate..
@ Help
Online Help
< m ,
<] I J ) | [EFeatures View | i Content View
Ready &
= =)

Figure 24 — Add a Security Certificate
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3. Add a certificate using the options in the Actions pane. In this example Create Self-Signed

Certificate is used.

-

Create Self-Signed Certificate

[ ot

| i_: Specify Friendly Name

Specify a file name for the certificate request. This information can be sent to a certificate authority for
signing:

Specify a friendly name for the certificate:

Metspan|

0K ] ’ Cancel
L
Figure 25 - Specify name
4. Give the certificate a name and select OK
' Internet Information Services (IIS) Manager - f - aw v b i ® - @l@l&r

@@ |ﬁa » AIRODG023 »

File View Help

=

f @ -

Actions

Import...

Create Certificate

Request...

Complete Certificate

Request...
Create Domain
Certificate...

Create Self-Signed

Certificate...
\v"
Export...

X Remove

@ Help

»

111

Connections - .
@g, Server Certificates
4 95 AIR006023 (AIRSPAN Use this feature to request and manage certificates that the Web server can use with Web sites configured for S5L.
.-} Application Pools — —
E) & Sites Name Issued To Issued By Expiration Date Certificate Ha
IIS Express Development Ce... localhost localhost 14/06/2021 01.. S488AAGSF04
Netspan AIR006023.airspancom  AIR006023.airspan.com 17/06/2012 01.. 9639D186F03.
< | 1 »
< 1 | _ Content View
Ready

Online Help

Figure 26 - Server Certificate
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3.1.2 Adding an HTTPS Binding

1. Start Internet Information Services (IIS) Manager and select Default Web Site.

z

M - N

Internet Information Services (IIS) Manager ‘ 1 sy B8 maw L * . ® p— ME‘EIQ
o o

@@ |® b AIR006023 » Sites » Default Web Site » |ﬁ) % fp @

File View Help

Connections . Actions
= @ Default Web Site Home
sl B8 Explore
aj {\.["RDDSDB (AIRSPAN\Ge! | Filter: - BiGo - Show All | Group by: Area B cdit Permissions..
[} Application Pools Edit Site
[taili ASP.NET - e
18] Sites L ~ L i Bindings...
» &% Default Web Site| ?Ei \\‘2\ 0 P .‘? i"l [E Basic Settings...
NET NET NETEror ~ NET  NET Profile .NET Trust Application Connection :f EETmE
Authorizati.. Compilation  Pages  Globalizati.. Levels Settings Strings View Virtual Directories
= = Manage Web Site (A
;,!? &’ @ ¢ Restart
Machine  Pagesand  Session SMTP B b Start
Key Controls State E-mail B Stop
s Browse Web Site
_ . Browse *:80 (http)
%g) @ (] é’j a Advanced Settings... i
Authentica.. Compressi.. Default Directory  Error Pages  Handler HTTP ISAPI Filters Configure
Document  Browsing Mappings  Respon.. | Limits... f
e I e = % @ Hep
E| pr L (‘;ﬁ =l o= Online Help
Logging MIME Types Modules Cutput Request  SSL Settings
Caching Filtering -
] I 3 .E Content View
Ready Gﬂ.:i
= = = -
Figure 27 - Default Web Site
2. Select Bindings...
et Information Services (IIS) Manager - - & ‘ = |[o] PS =
@ ) |® » AIROO6023 * Sites » Default Web Site » |‘h ® @ -
File View Help
Connections ) Actions
= @ Default Web Site Home _ i
= B Explore
% /ﬁl‘}RDOGDB (ARSPAN\de,  Fitter: | Site Bindings (9] = ] Edit Permissions..
-2} Application Pools it Si
iy ASP.NET = Edit Site
o e T Host N Port  IP Add Binding Inf N e
" ) Default Web Site =2 LEe ost Name o ress Binding fnfor.. o= & Basic Settings...
http 80 ® ys N
NET N i Vie plications
Autharizal net.tc-p S L B | View Virtual Directories
3 netpipe Add Site Binding L febsite  (~
;!? net.msmg —
Machin msmgfor.. Type: 1P address: Port:
Ke" s -] i
htt All Unassigned 443 y
s L hd 9 M Web Site
Host name: #:80 (http)
Qs name. =
5&) Bd Settings..
Authentiq Wpre
SSL certificate:
E| = ‘éﬂﬂ i‘-”& lNetspan -I View.. Belp
Logging MIME Types Modules Output
Caching
l 0K l l Cancel ]
< Tl y | |E Features View |2 Content View
Ready ti::1.:5

Figure 28 - Add Site Binding

3. Click Add.., change Type to https and select the SSL certificate that was added previously.
Click OK and then Close.
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3.1.3 Accessing Netspan via SSL

1. Use https://<server>/Netspan where <server> is the full server name.

(D) Netspan@AIR006023 «
€« C & https://air006023.airspan.com/Netspan/Startup/Home.aspx w oA

Layout [l (=
Preferred SNMP

: : =
Discovery Type Enabled lteration Count Version ‘SNMP Time-out

Logout | [pefautt S5 Discovery Task 55 (Exclude IP...

Main 3

Configuration Management »
Software Management 3
Fault Management 3

Performance Management »

m

Mode Profiles 4

Service Profiles 3

Users (AAA) 3

Server 3

5 Messages 0

Network  @i10s:26[gl[ =] | | e | D
Total Database tems:1 Total Loaded ftems:1  Prev Next| 1 :|0f1
Add || Clone || Edit | |Delete| | Enable| Disabld | Export View| | Reload|| Autoof || Paged [/] Sizel20 || | |

] -

coooom
cooooo
o oo oo o

Figure 29 - Via SSL
3.1.4 Forcing all Connections to Use SSL

These instructions may be used to disable http access to Netspan and force use of SSL via https.

1. Start Internet Information Services (IIS) Manager and select Default Web Site.
r?ﬂ ImemetInfon;naEion SeMcesmS)h;anageri' - . ® P8 & aw A" Y -. i ; — b‘@u
@@ ‘@ » AIR006023 » Sites » Default Web Site » @ s @ -

File View Help

Connections ) Actions
# 0 Default Web Site Home
g Explore
‘3 AIR006023 (AIRSPAN\de. Filter: - Bl Go - &5 Show All Group by: Area . B~ Edit Permissions...
W -E} Application Pools ASPNET p Edit Site
4.[&] Sites ’ . ) . i Bindings...
8 Default Web Site 355 g'p/\ 0 rl"fl é?, [= ﬁﬁ,‘ [E Basic Settings..
NET NET  NETEmor  NET  NETProfile .NETTrust Application Connection ML AR
Authorizati.. Compilation ~ Pages  Globalizati.. Levels Settings Strings View Virtual Directories
e 5 Manage Web Site (A
ﬁ = &@ El £ Restart
Machine Pagesand  Session SMTP = B Start
Ml Key Controls State E-mail @ Stop
1S Browse Web Site
. Browse *:80 (http)
&5 \@ @ :?:! = a Browse *:443 (https) |
Authentica.. Compressi.. Default Directory  Error Pages  Handler HTTP  ISAPIFilters Advanced Settings.. |

Document  Browsing Mappings  Respon.. Configure
B = Limits... !
e I 3 o=
E‘ = L il iﬂ& = & @ Help
Logging MIME Types Modules Output Reguest  SSL Settings Online Help
Caching Filtering -

[ Specify requirements for SSL and client certificates. ]

4 1 » =1 Features View |3 Content View ‘

Ready b B

Figure 30 - Default Web Site
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2. Select SSL Settings.

7 = — = L = B!
?ﬂlnlemet Information Services (IIS) Manager -— 2 /0 B 4" - » . — @ﬂu
@@ |e » AIR006023 » Sites » Default Web Site » “ (@ -

File View Help
Connections 0 SSL Setti Actions
# ettings B Appl
€5 AIR006023 (AIRSPAN\de;  This page lets you modify the SSL settings for the content of a Web site or application. Ex Cancel
) et
| - Application Pools . @ Help
i Y| R SSL
43 sites eauire Online Help
@ Default Web Site Client certificates:
@ Ignore I
©) Accept
) Require 0
b
i
I
Pl Tl v | [E] Features View |2 Content View
Configuration: localhost’ applicationHost.config , <location path="Default Web Site"> ‘i:;

Figure 31 - SSL Settings
3. Select Require SSL and then select Apply from the Actions pane.

(9 IS 7.5 Detailed Error - =

< C'  © air006023.airspan.com/Netspan/Startup/Home.aspx
S
. . . " "
Server Error in Application "DEFAULT WEB SITE/NETSPAN
Internet Information Services 7.5
r Error ary l
HTTP Error 403.4 - Forbidden
The page you are trying to access is secured with Secure Sockets Layer (SSL). B
r Detailed Error Information I
Module IIS Web Core Requestedhttp: f fair006023.airspan.com:80/Netspan/Startup/Home.aspx
Motification BeginRequest LTIRL
Handler PageHandlerFactory- thglctahl C:\Netspan'\Rel8\ Airspan.Netspan\WebUI\WebUI.Netspan\Startup\Ho
Integrated-4.0 2
Error Code 0x80070005 Logon Not yet determined
Method
Logon Not yet determined ™
User
r Most likely © I
+ Secure Sockets Layer (S5L) is enabled for the URL requested.
+ The page request was made over HTTP, but the server requires the request from a secure channel that uses HTTPS.
.

Figure 32 — Error
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3.2 How to Enable SSL for Netspan on IIS 8.5 (Windows Server 2012 R2
and Windows 8.1)

3.2.1 Adding a Security Certificate

1. Start Internet Information Services (IIS) Manager and select the server listed under the
Connections pane.

m | €5 v NMSUD b

EEEICE

File View Help

e -H %8

g5 Start Page

|- 195 NMSV04 (AIRSPAN\dazam)

ﬁ"ﬂ NMSV04 Home

Manage Server
-
Filter: » ¥ Go - (i Show All | Groupby: Area - & : Restart
Start
ASP.NET . : ES
= i JE— P —
S ¢ 9 B Ve Appla RIS
NET .NET NET Error NET NET Trust  Application  Connection View Sites
Authorizat.. Compilation Pages Globalization Levels Settings Strings Change .NET Framework
3 » = Version NN
m L@ & @ Get New Web Platform
Machine Key Pagesand  Providers  Session State SMTP E-miail Compona
Controls @ Hep
s
=} 3 & |
d B 9 e & &
Authentic.. Authorizat.. Compression Default  ErrorPages  Failed Handler =
Rules Document Request Tra.. Mappings
2 T § B
Cts S “
HTTP HTTP IP Address  ISAPland  ISAPIFilters  Logging  MIME Types
Redirect Respon.. and Doma.. CGl Restri...
o
r = ls) = = q
i |
«f e o= Lol &
Modules  Output Request Server Worker
Caching  Filtering  Certificates  Processes
Management
= I
=
Confiourat..  Feature Shared he

Ready

| =] Features View |/ Content View

|

Figure 33 — select the server

2. Select and run (double click) Server Certificates.

&5

w 63 ) NMSVD4 b m oty @ -

File View Help

G; Server Certificates

e-idi= I8 Import..
-5 Start Page : .
Use this feature to request and manage certificates that the Web server can use with websites configured for Create Certificate Request...
4 ai NMSV04 (AIRSPANYdazam)
Complete Certificate Request...
@ Application Pools —_—
b 6] Sites Filter; - % Go - (g Show All | Group by: No Grouping - Create Domain Certificate...
MName - Issued To Issued By Expirat Create Self-Signed Certificate...
Enable Automatic Rebind of
Renewed Certificate
@ Help
<] n >
[ Femtures View | Content View
Ready LE|

Figure 34 - Add a Security Certificate
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3. Add a certificate using the options in the Actions pane. The following example uses Create
Self-Signed Certificate.

Specify Friendly Name

Specify a file name for the certificate request. This informatien can be sent to a certificate authority fer
signing:

Specify a friendly name for the certificate:

|Netspan

Select a certificate store for the new certificate:

| Personal W

oK | | cancel

Figure 35 - Specify name

4. Name the certificate and select OK.

€2 » NMSVDd

File View Help

qﬂ Server Certificates
@ - |z e Import..
g Start Page Use this feature to request and manage certificates that the Web server can use with websites configured for SSL. Create Certificate Request...
493 NMSVD4 (AIRSPANY
] . : Complete Certificate Request...
----- L} Application Poo| | Filter - " Go - 5 Show All | Group by: Mo Greuping - e
b (8] Sites Name a ssued To Issued By Expiration Date Create Domat e
Netspan NMSV4.airspan.com NMSVD4.airspan.com 18/09/2015 01:00 Create Self-Signed Certificate...
View...
Export.
XK Remove
Enable Automatic Rebind of
Renewed Certificate
@ Hep
<| 1] >
< w 5| [[FE1 Features View || 2 Content View
Ready LS

Figure 36 - Server Certificate
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Adding an HTTPS Binding

1. Start Internet Information Services (lIS) Manager and select Default Web Site.

e Internet Information Services (I1S) Manager —|a -
®0 ‘0 » NMSVO4 » Sites » Default Web Site » ‘(h < Ty @~
File View Help
i Default Web Site Home _
G- H|H e 9 & Explore
Start Page = Edit Permissions...
Filter: ~ ¥ Go ~ (G Show All | Group by: - [
NMSV04 (AIRSPANdazam e o~ EShow Al | Group by: Area =
i Edit Site
2 Application Pools ASP.NET ~ln o
= — . - indings...
[&] Sites i 4 . 4 r] T &
» /@ Default Web Site 2 Z e [0 2 .\? ‘é?_) [E] Basic Settings..
NET NET NET Error NET  .MET Profile NETRoles .NETTrust .NET Users View Applications
Authorizat.. Compilastion  Pages  Globalization Levels View e e
=] ';l? t % nage Websi @
= ab) b &?) & = Manage Website A
Application Connection Machine Key Pagesand  Providers  Session State SMTP E-mail ¥ Restart
Settings Strings Controls P Start
s R | Siop
2 5 3 Browse Website
= [&] = fige =
m@) % \él /] 04 % %—j 99] N Browse 80 (http)
Authentic... Authorizat.. Compression Default  ErrorPages  Failed Handler HTTP = P
Rules Document Request Tra.. Mappings  Redirect 95
) Configure
. ¥ . ; ; =
fe’* @ E = éﬂ’ﬂ F = Failed Request Tracing...
HTTP  IPAddress ISAPIFiters Logging MIMETypes Modules  Output  Request Limits...
Respon.. and Doma.. Caching  Filtering @ el
SSL Settings
Management ~
Confiourat... i
< w 51 [E]Features View ||7Z Content View
Ready €
Figure 37 - Default Web Site
2. Under the Actions pane, select Bindings...
L Internet Information Services (IIS) Manager -8 x
® [@ » WMsvea s Sites » DefauttWebSite |& = 5@
File View Help
Default Web Site Home
@Q-H|E |8 e B Explore
Start Page . Edit Permissions...
Filter - ¥ Go - [ Show All | Group by: -
NIMSY4 (AIRSPANdazam ter o~ ighShow Al | Group by: Ares T
[} Application Pools U
= Site Bindings
@ sies ng Eindings..
» €D Default Web Site Bosic SettingSy
Type  Host Name Port [P Address Binding Informa... View Applications
A | hip @ View Virtual Directories
lanage Website ~
A —— Restart
Add Site Binding Start
Stop
Type: IP address: Port:
‘https v‘ ‘AH Unassigned v| ‘443 ‘ Ll
Browse 20 (http)
A ES = Advanced Settings..
‘ | Configure
[ Require Server Name Indication Failed Recp it T aeR
Limits...
SSL certificate: Ll
[Netspan | [ select.. View..
She ey
[ ok || conce |
Management
Confinurat... e

< m >

Ready

{11 Features View | Content View

|

Figure 38 - Add Site Binding

OK, and then click Close.
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3.2.3 Accessing Netspan via SSL
1. Use https://<server>/Netspan where <server> is the full server name.

7 Netspan@NMSV04 | x
& > C ﬂhnps//nmvaalrspancom/Ne(span/‘»tanup/Homeaspx w =

% m_uzg_m mmunwm-uquuwmum

@ . T'bnubnls using inbulit ‘admin’ account. The account should only be used for system administration purposes
\\ umdmmylmwww«;mﬁm”mwm)MWWuu col
NS to login or create a new account.

ye) Discovery Tasks

search
Logout
New Window ...
Main
Configuration Management
Software Management
Fault Management
Performance Management

LOefault SS Discovery Task

v v vlve v v v -

P, @23 21[E]E] « I =
["Add |[Clone |[ Edt | [Delete] [Enable][Disable| [ExportView| [Reload] auo0t v | Paged @i Size20 |  Prevhient|t v

0
;
y T

Figure 39 - Via SSL
3.2.4 Forcing all Connections to Use SSL
These instructions may be used to disable http access to Netspan and force use of SSL via https.

1. Start Internet Information Services (lIS) Manager and select Default Web Site.

oo

€ » NMSVD4 » Sites » Default Web Site »

File View Help

T @ Default Web Site Home

Start Page Filter: « ¥ Go - G Show Al | )} Explore
NMSV4 (AIRSPAN\dazam - . S
o e . T Edit Permissions...
@ Application Pools % aﬂj o
451 = Edit Site

[&] Sites
l>° Default Web Site Error Pages Failed Hand.ler HTFP Bindings...
Request Tra... Mappings Redirect = ] )
Basic Settings...

v @

IP Address  ISAPIFilters  Logging
Respon..  and Doma.. . ,@

oM e &

MIME Types  Modules Request
i Filtering

& | Browse *:80 (http)

S5L Settings 1 Browse *:443 (https)

Open Feature

View Applications

View Virtual Directories

Advanced Settings...

[ Festure view | - Content View
=

Figure 40 - Default Web Site
2. Select SSL Settings.
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€ » NMSVO4 » Sites » Default Web Site »

File View Help

Q-1 |2 & @ SsLsettings

ey This page lets you modify the 551 settings for the content of a website or application.
NMSV04 (AIRSPANYdazam
2} Application Pools [ Require S5L
(8] stes ; Client certificates:
1 9 Default Web Site
@® Ignore
O Accept
O Require

[ [ [ Festures view | content view

Configuration: 'lecalhost’ applicationHost.config, <location path="Default Web Site">

B/ Apply

EE;( Cancel
@ Hep

Figure 41 - SSL Settings

3. Select Require SSL, and then select Apply from the Actions pane.

[ IIS 85 Detailed Error x

€ - C [ nmsv04.airspancom/Netspan/ pd
HTTP Error 403.4 - Forbidden
The page you are trying to access is secured with Secure Sockets Layer (SSL).
Most likely causes:
+ Secure Sockets Layer (SSL) is enabled for the URL requested.
« The page request was made over HTTP, but the server requires the request from a secure channel that uses HTTPS.
Things you can try:
+ Browse to the URL over a secure channel by using the "https:” prefix instead of "http:”,
« If the Web site does not have an SSL certificate or should not require HTTPS, disable the setting.
» Verify the SSL Settings in [IS Manager by connecting to the server, site, application or page and opening the SSL Settings feature.
= Verify the conf: urity/access@. gs attribute at the server, site, application, or page level.
Error
Module 115 Web Core Requested URL  hitp://nmsv04.airspan.com:B0/Netspan/
Notification  BeginRequest Physical Path  C:'\Program Files (x86)\Airspan Networks Inc\ASE200 Netspan\WebUl.Netspa
dl i {Handler-1SAPI-4.0_3 "
2bit Logon Method  Not yet determined
Error Code OxB0070005 Logon User Mot yet determined
More Information:
This error means that the requested Web page requires SSL. Try to browse to the same URL, but use "hitps:” instead of "http:”.
! [ e

Figure 42 — Error
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Appendix A — Browser Warnings Caused by Self-Signed

Certificates

On the public internet, https with a certificate is used for two purposes:

1. Encrypted communication to a web server.
2. Secure identification of a webserver via a certificate issued by a trusted certificate authority.
Https with a self-signed certificate provides encrypted communication to the web server.

Browsers display warnings when visiting a site that is secured using the self-signed certificate to warn
the user that the site may or may not be the one they are expecting to visit. These warnings have an

option to proceed to the site.

©55L Error
€« C' & b#pS://netview/netspan/

site.

The site’s security certificate is not trusted!

You attempted to reach netview, but the server presented a certficate issued by an
entity that is not trusted by your computer's operating system. This may mean that the
sener has generated its own security credentials, which Google Chrome cannot rely on
for identity information, or an attacker may be trying to intercept your communications.
You should not proceed, especially if you have never seen this warming before for this

(T

Proceed anyway.

“L Untrusted Connection +

o8l

https://netview/netspan/

- || |48~ Google

@ nitpsy/netview/netspan/

=

(2 Certificate Eror: Na

There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to lose this webpage.

) Continue to this website (not recommended).

© More informatier;

@ Moxzilla Firefox is free and open seurce software from the non-profit Mezilla Foundation.

i

Know your rights...

This Connection is Untrusted

‘You have asked Firefox to connect securely to netview, but we can't confirm that your connection is
secure.

Normally, when you try to connect securely, sites will present trusted identification to prove that you are
going 1o the right place. However, this site's identity can't be verified

What Should I Do?

If you usually connect to this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue

Technical Details

1Understand the Risks

D

x

i

@\mo?f, - J‘

Figure 43 — Warnings

The warnings can be prevented when visiting the site in the future as follows:

3.3 Internet Explorer 9

1. Click Continue to this website (not recommended).

2. Click Certificate error.
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= e
@ httpsﬂnehriewfnetsparvStarlp/Login.aspx p v @ Certificate error o X ‘ {% i:? @

(& Netspan@NETVIEW... X _ x

i o
File Edit View Favorites Tools Help @ Untrusted Certificate

T

The security certificate presented by this
website was not issued by a trusted
certificate authority.

This problem might indicate an attempt to
fool you or intercept any data you send to

the server. |
Please enter your Usernam,

We recommend that you close this webpage.
Username I
Password About certificate errors

Login |

View certificates

Figure 44 - Certificate Error

3. Click View cetrtificates.

- -
= | — S —
Certificate M
: General | Details | Certification Path

b“ _5 Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: MNETVIEW

Issued by: MNETVIEW

valid from 17/ 06/ 2011 to 16/ 06/ 2013

I_Im;‘taii Cert'rﬁcate...l | Issuer Statement

Learn more about §cer'tiﬁcate§"

'
[ E—  ——

Figure 45 - Certificate Information
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4. Click Install Certificate.

Certificate Import Wizard I ﬂ

Welcome to the Certificate Import

Wizard
r/- -
i This wizard helps you copy certificates, certificate trust
g::y lists, and certificate revecation lists from your disk to a

certificate store.

A certificate, which is issued by a certification authority,
is a confirmation of your identity and contains
information used to protect data or to establish secure
network connections. A certificate store is the system
area where certificates are kept.

To continue, click Next.

< Back [ Next = ][ Cancel

Figure 46 - Certificate Import Wizard
5. Click Next.

r |

Certificate Import Wizard RS

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location
for the certificate. I

(") Automatically select the certificate store based on the type of certificate

(@) Place all certificates in the following store

| i
Select Certificate Store ﬂ

Select the certificate store you want to use.

Browse...

| Personal o
=
| Enterprise Trust

| Intermediate Certification Autharities
| Trusted Publishers

~| Untrusted Certificates

| Third-Party Root Certification Authorities +

11
-

|| Show physical stores

[ OK H Cancel ]I [ Next > l’ Cancel

Figure 47 - Certificate Store
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Click Place all certificates in the following store.
Click Browse.

Select Trusted Root Certification Authorities.

. Click OK.

0. Click Next.

Certificate Import Wizard : - e S |

= © © N

Completing the Certificate Import
Wizard

},__@I The certificate will be imported after you dick Finish.

You have specified the following settings:

Certificate Store Selected by User RIETE GG el il
Content Certificate

e [ ] [ o

Figure 48 - Certificate Import complete
11. Click Finish.

" ~

Security Warning ! |

i You are about to install a certificate from a certification authority
— (CA) claiming to represent:

NETVIEW

Windows cannot validate that the certificate is actually from
"NETVIEW". You should confirm its origin by contacting
"METVIEW". The following number will assist you in this process:

Thumbprint {shal): CC47A897 FBO1AZ276 CEBA349C 3332DCAE
126F6A27

Warning:

If you install this root certificate, Windows will automatically trust
any certificate issued by this CA. Installing a certificate with an
unconfirmed thumbprint is a security risk. If you click "Yes" you
acknowledge this risk.

Do you want to install this certificate?

Figure 49 - Warning
12. Click Yes.
The warning message will not be shown after the browser is restarted.
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3.4 Firefox 4

1. Click I understand the Risks.
2. Click Add Exception.
3. Click Confirm Security Exception.

[ Firefox | = =] x|

|&Untrusted Connection L+ -
\(_-,L\ | https://netview/netspan/ Add Security Exception - 9 M
@ Mozilla Firefox is free and open source software fi I You are about to override how Firefox identifies this site. *
’ || &si Legitimate banks, stores, and other public sites will not ask
ou to do this.
: What Should I Do? Y
Server
It you usually connect to his ste Wl oo, TNMIEEUIIINNY | [Get Certincate
impersonate the site, and you shou|
Certificate Status
This site attempts to identify itself with invalid
Technical Details eI B

Unknown Identity
I Understand the Risks

Certificate is not trusted, because it hasn't been verified by a
If you understand what's going on, recognized authority.

you trust the site, this error could’|

m

Don't add an exception unless you|
identification.

Add Exception Permanently store this exception

Confirm Security Exception l l Cancel

1

[*

Figure 50 - Firefox Security Exception

3.5 Google Chrome

1. Import the certificate into the trusted certificate store using Internet Explorer.
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Appendix B
Revision History
Revision Originator(s) Date Description
Draft M Falik 21/10/2012 Initial Document
Rev A M Falik 31/10/2012 Updated with review
comments
Rev B M Falik 19/12/2010 Removed SR reference
Rev C M Falik 17/02/2013 Updated & Windows 8
Installation
Rev D M Falik 04/04/2013 Updates
Rev E B Wijayaratne 24/12/2013 Updates
M Falik
Rev F Danish Azam 08/10/2014 ¢ Updated Purpose.
Veena e Removed the Verify
Radhakrishnan Prerequisites section and
added a reference to the
Netspan Installation and
Upgrade Guide.
e Added the How to Enable
SSL for Netspan on IIS
8.5 (Windows Server
2012 R2 and Windows
8.1) section.

Contact Information
Customer Service Help-Desk for customer service emergency

Airspan Networks have introduced the Airspan Tracker application to enable prompt and efficient
Customer Support services.

If you do not have an Airspan Tracker account, please obtain login credentials by filling-in the form in
the main page "Register New Account".

Worldwide Headquarters:
Airspan Networks Inc.

777, Yamato Road, Suite 310,
Boca Raton, FL 33431, USA
Tel: +1 561 893 8670
www.airspan.com

Feedback:

To provide feedback on this document, please send comments to the following email address:
documentfeedback@airspan.com
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Document Information

Abstract

This guide provides the workflows and step-by-step procedures to install SQL Server 2014 Express for
use with Netspan.

Revision History

Revision Details Date Summary of Changes

Issue 2.0 April 2015 Document updated to most recent template.

Added Appendix B, How to Add Windows
Authentication Users

Issue 1.0 June 2014 Document created.
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About This Document

Purpose

This guide provides the workflows and step-by-step procedures to install SQL Server 2014 Express for
use with Netspan.

Intended Audience

This guide is intended for engineers who are responsible for managing the Netspan system. These
engineers should have a working knowledge of Netspan.

Document Conventions

This document uses the following typographic conventions.

Table 1. Typographic Conventions

Convention Element
Blue underlined text Cross-reference links.
Bold text Keyboard buttons and GUI elements.
Command Command names or phrases.
Computer output Text displayed by the computer.
Hyperlinks Website and e-mail addresses.
Signifies a hazardous situation—if not avoided—uwiill
Danger cause death or serious injury. Describes how to avoid
it.
Signifies a hazardous situation—if not avoided—can
Warning cause death or serious personal injury. Describes
how to avoid it.
Signifies a hazardous situation—if not avoided—can
Caution void the product warranty, and cause property
damage. Describes how to avoid it.
Important Provides necessary information to explain a task.
Note Provides additional information.
Tip Provides helpful hints.

Document Organization

Chapter

1 Verify Prerequisites

Contents

Provides details of the prerequisite software that you should
ensure is installed before you attempt to install SQL Server
2014 Express.

2 SQL Server 2014 Express Installation Details the process for installing SQL Server 2014 Express.

UGD-D00738
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Chapter Contents

The appendices in this document cover:
) e How to Change SQL Server Authentication
A Appendices

e How to Add Windows Authentication Users
e Abbreviations

Related Reading

The following documents contain related information:

UGD-D00739 Netspan SQL Server 2014 Standard Installation Guide

This document describes the procedures for installing and configuring SQL Server 2014
Standard for use with Netspan.
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Customer Care Help Desk

Airspan’s Customer Care Help Desk offers prompt and efficient customer support services.

Note: To avail Airspan’s Customer Care Help Desk support, you must be a registered user and must
have a valid support contract. To register, click here and fill the Registration form.

To create and update issue logs, send e-mails to Customer Care Help Desk. Once you submit your
issue, the system generates a new issue and sends an issue number for your reference. The system
uses this issue number to categorize and store e-mails under the appropriate issue.

To help Customer Care Help Desk identify your issue, include the issue number and your Customer
Care Helpdesk account details in all further communications.

Main Operations Worldwide Headquarters Airspan India

Airspan Communications Ltd. Airspan Networks Inc. Airspan Networks India Pvt Ltd
Capital Point 777, Yamato Road, Suite 105 1203, 12™ Floor

33 Bath Road Boca Raton, FL 3341-4408, USA Ambience Court

Slough, Berkshire Tel: +1 561 893 8670 Sector 19D, Vashi

SL1 3UF, United Kingdom Navi Mumbai- 400703

Tel: +44-1895-467-100 Tel: +9 12265324999

+9 12265304999

Airspan Encourages Comments

Airspan welcomes any feedback and suggestions that help to improve the quality of the documentation.
Send your feedback to documentfeedback@airspan.com.
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1 Verify Prerequisites

This section describes the prerequisite software that you should ensure is installed before you attempt
to install SQL Server 2014 Express. Without these prerequisites, your system will not be fully
operational.

1.1 Verify Software Requirements

It is recommended that you always install the latest service pack of the selected SQL Server engine.
Netspan verifies the SQL version during installation and checks for the minimum supported version.

Note: Netspan Server should be installed on a dedicated server machine. A configuration where
Netspan shares the database on the Netspan Server with another application is not supported.

Note: Netspan requires an English version of the Operating System (OS), keyboard and SQL Server.

Caution: You are responsible for checking the Microsoft web site for the latest service packs and hot
fixes.

1.2 Netspan Prerequisite Installation Order

The order in which you should install the prerequisite software is as follows:
1. Install the software environment (i.e. the OS with the latest service packs).
2. Install lIS if it is not already installed.

3. Install the .NET Framework if it is not already installed. This is required for all OS other than
Windows Server 2008 64 bit (the .NET 4.0 client profile is already installed as part of the OS).

4. |Install SQL Server.

Note: When you perform a clean install of Netspan on a machine that has never had Netspan
installed before, it is imperative that you install the prerequisites in the correct order.
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2 SQL 2014 Express Edition Installation

Download Microsoft SQL Server 2014 Express Edition with the latest service pack(s) from the
Microsoft Download Center:

http://msdn.microsoft.com/en-us/library/dn434042.aspx

Select the With Tools version to match your OS (32-bit or 64-bit), e.g.
ENUX8B\SQLEXPRWT_x86_ENU.exe (for 32-bit)
ENUWX64\SQLEXPRWT_x64 ENU.exe (for 64-bit)

2.1 Database Engine Installation

To install the database engine:

1. Runthe relevant .exe to launch the installation wizard and wait for the SQL Server
Installation Center screen.

2. Select New SQL Server installation.
On the License Terms screen, accept the license terms and click Next.

4. The Install Setup Files screen is displayed. This step should complete automatically without
any user interaction.

5. The Install Rules screen is displayed. This step should complete automatically without any
user interaction

6. The Feature Selection screen is displayed (see figure 1). In the Features list, select
Database Engine Services, Management Tools - Basic and Management Tools -
Complete. Click Next.

Note: The Management Tools - Basic and Management Tools - Complete options may
not always be shown. If shown, you should select them.

Figure 1: SQL Server 2014 Setup, Feature Selection screen
i} SQL Server 2014 Setup = B

Feature Selection

Select the Express features to install.

License Terms Features: Feature description:
Global Rules Instance Features Includes the software development kit
Product Updates Database Engine Services containing rescurces for programmers.
Install Setup Files [[] 5QL Server Replication
Install Rules Shared Features —
. [] Client Tools Connectivity Prerequisites for selected features:
EealiieS et [] Client Teols Backwards Compatibility -
- Already installed: -~
Feature Rules [ Client Tools SDK ;
. . M Tools - B i Windows PowerShell 2.0
Instance Configuration anagement Teols - Basic i Micracaft NET Eramework 2.5 v
Server Configuration Management Tools - Complete < >
. " . + 50L Client Connectivity SDK . R
Database Ei Confi t Disk Space Requirements
atabase ng.me .on iguration [ LocalDB P q
Feature Configuration Rules Redistributable Features Drive C: 2232 MB required, 24291 MB available
Installation Progress
Complete
Select All Unselect All
Instance root directory: C:\Program Files\Microsoft SCL Server\,
Shared feature directory: C:\Program Files\Microsoft SQL Server

Shared feature directory (x86): c:\Program Files (xB6)\Microsoft SOL Server)

< Back Next > Cancel Help
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7. The Instance Configuration screen is displayed. Select Named Instance and enter a
suitable name for your SQL Server instance. Click Next.

Figure 2: SQL Server 2014 Setup, Instance Configuration screen
“ SQL Server 2014 Setup - o

Instance Configuration

Specify the name and instance ID for the instance of SQL Server. Instance ID becomes part of the installation path.

License Terms () Default instance
GloballREE= (®) Mamed instance:  |SQL2014Express
Product Updates

Install Setup Files

Install Rules Instance |D: SOL2014EXPRESS
Feature Selection

Feature Rules

Instance Configuration SQL Server directory:  C:\Program Files\Microsoft SOL Server\MSSQL12.5QL2014EXPRESS
Server Configuration

Installed instances:
Database Engine Configuration

Feature Configuration Rules Instance Name Instance 1D Features Edition Version
Installation Progress SOLEXPRESS2012 MSSCOL11.5QLEXPR... | 5QLEngine SQLEn.. |Express 11.0.2100.60
<5hared Compone.. S5M3 11.0.2100.60
Complete
< Back Mext > Cancel Help

8. The Disk Space screen is displayed. Assuming adequate disk space is available, this step
completes without any interaction. If the required disk space is not available, you will need to
create more space, click Back and allow the step to re-run. Click Next when you are ready to
proceed.

9. The Server Configuration screen is displayed. On the Service Accounts tab, select the
following options:

a. SQL Server Database Engine

b. SQL Server Browser
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Figure 3: SQL Server 2014 Setup, Server Configuration screen, Service Accounts tab
1 SQL Server 2014 Setup = =

Server Configuration

Specify the service accounts and collation cenfiguration.

License Terms Service Accounts | Collation

Global Rules

Product Updates Microsoft recommends that you use a separate account for each SQL Server service.

Install Setup Files Service Account Name Password Startup Type
Install Rules SQL Server Database Engine NT AUTHORITY\NETW... Automatic |
Feature Selection S0OL Server Browser NT AUTHORITY\LOCAL... Automatic |

Feature Rules

Instance Configuration
Server Configuration
Database Engine Configuration
Feature Configuration Rules
Installation Progress

Complete

< Back MNext > Cancel Help

10. Click the Collation tab. Confirm the default option of Latin1_General_C1_AS and click Next.

Figure 4: SQL Server 2014 Setup, Server Configuration screen, Collation tab
5 SQL Server 2014 Setup - o

Server Configuration

Specify the service accounts and cellation configuration,

License Terms Service Accounts | Collation

Glebal Rules

Product Updates Database Engine:

Install Setup Files Latin1_General_CS_AS
Install Rules

Latin1-General, case-sensitive, accent-sensitive, kanatype-insensitive, width-
Feature Selection insensitive

Feature Rules

Instance Configuration

Server Configuration
Database Engine Configuration
Feature Configuration Rules
Installation Progress

Complete

< Back Next > Cancel Help

11. The Database Engine Configuration screen is displayed. On the Server Configuration tab,
select Mixed Mode and provide a user name and password.

In the Specify SQL Server administrators panel, click Add. The Select Users, Computers,
Service Accounts or Groups dialogue is shown. Add at least one Windows account or
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group with administration rights. It is recommended that you prepare in advance a group of
Windows users defined specifically to administer this SQL Server. The default is to add
<machineName>\Administrators. When added, the group appears in the Specify SQL Server
administrators panel as BUILTIN\Administrators (Administrators).

Note: If you have any difficulties in selecting the BUILTIN/Administrators option, click
Advanced in the Select Users, Computers, Service Accounts or Groups dialogue. Select
the machine name in the From This Location entry and click Find Now. From the resulting
list, the appropriate Administrators option can be selected. Once selected, it should appear
as BUILTIN\Administrators (Administrators).

Figure 5: SQL Server 2014 Setup, Database Engine Configuration screen, Server Configuration tab
i1 SQL Server 2014 Setup = =

Database Engine Configuration

Specify Database Engine authentication security mode, administrators and data directories.

License Terms Server Configuration | Data Directories | User Instances | FILESTREAM
Global Rules

Product Updates Specify the authentication mode and administrators for the Database Engine.

Install Setup Files Authentication Mode

Install Rules () Windows authentication mode

Feature Selection

(® Mixed Mode (SOL Server authentication and Windows authentication)
Feature Rules

Instance Configuration Specify the password for the SQL Server system administrator (sa) account.
Server Configuration

Database Engine Configuration

Enter password: sessnes

Confirm password: |seessss

Feature Configuration Rules

Installation Progress Specify SOL Server administrators
Complete BUILTIN\Administrators (Administrators) SOL Server administrators

have unrestricted access
to the Database Engine.

Add Current User Remove

< Back MNext > Cancel Help

UGD-D00738 Airspan Commercial and Internal Use 9





Netspan SQL Server 2014 Express Installation Guide

12. Click the User Instances tab. Clear the option Users are allowed to run a separate
instance of the database engine.

Figure 6: SQL Server 2014 Setup, Database Engine Configuration screen, User Instances tab

oo SQL Server 2014 Setup = =

Database Engine Configuration

Specify Database Engine authentication security mode, administrators and data directories,

License Terms Server Configuration | Data Directories | User Instances | FILESTREAM
Global Rules
Product Updates Specify if users who do not have administrative permission can run a separate instance of the

Database Engine,
Install Setup Files

Install Rules []Users are allowed to run a separate instance of the Database Engine. |

Feature Selection

Feature Rules

Instance Configuration

Server Configuration

Database Engine Configuration
Feature Configuration Rules
Installation Progress

Complete

< Back MNext > Cancel Help

13. Leave the settings on the Data Directories and FILESTREAM tabs as the defaults and click
Next.

14. The Error Reporting screen is shown. Assuming there are no errors, click Next.

15. The Feature Configuration Rules screen is displayed. This step should complete without
any user interaction.

16. At this stage, the installation should start and continue to completion. Progress is shown on
the Installation Progress screen.
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installation wizard.

17. When the installation finishes, the Complete screen is shown. Click Close to exit the

Figure 7: SQL Server 2014 Setup, Complete screen

ki

Complete

S o

S0L Server 2014 Setup

Your SQL Server 2014 installation completed successfully with product updates.

License Terms

Global Rules

Product Updates

Install Setup Files

Install Rules

Feature Selection

Feature Rules

Instance Configuration
Server Configuration
Database Engine Configuration
Feature Configuration Rules
Installation Progress

Complete

Information about the Setup operation or possible next steps:

Feature Status
(4 Management Tools - Complete Succeeded
@ManagementTools-Basic Succeeded
@ Database Engine Services
@ SOL Browser

(2 SOl Writer

(P Catiin Guimnart Eilae

Succeeded
Succeeded

Succeeded
Curraadad

Details:

Viewing Product Documentation for SQL Server A~

Only the components that you use to view and manage the documentation for SQL Server have
been installed. By default, the Help Viewer component uses the online library. After installing
SQL Server, you can use the Help Library Manager component to download documentation to
your local computer. For more information, see Use Microsoft Books Online for SQL Server
(<http://go. microsoft. com/fwlink/?LinklD=29957§=).

Summary log file has been saved to the following location:

C\Program Files\Microsoft SQL Servert120\Setup Bootstraphlogh20140610 145917
\Summary NMSV05 20140610 145917 it

Close Help

18. The SQL Server 2014 Express installation with Management Studio options is how complete.
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A How to Change SQL Server Authentication

To allow for the installation and use of Netspan with SQL Server Authentication Mode, you must
ensure that the SQL Server Authentication is set to SQL Server and Windows Authentication
mode on the SQL Server Security Properties configuration window and that there is an SQL Server
Authentication Login created with a role of sysadmin.

This appendix describes the process for configuring the SQL Server Authentication Mode.

Note: SQL Server might need a restart after making these changes.

How to Set SQL Server Authentication Mode

1. Openthe SQL Server Management Studio Object Explorer. Right click on the appropriate
server entry and choose Properties from the popup window. This opens the Server
Properties window. (If the Object Explorer panel is not visible, open it using the View menu
option.)

2. Select the Security page.

3. Select the option SQL Server and Windows Authentication mode and click OK.

Figure 8: Server Properties screen

g Server Properties - NMSV05\SQL2014Express = =
Select a page I . "
Script Hel
' General ; = Lj 5
4 Memary
P
E} Srucesisors Server authentication
&7 Connections () Windows Authertication mode
4 Database Settings
2 Advanced (® S0L Server and Windows Authentication mode

| #5 Permissions
Login auditing

() None

(@) Failed logins only

() Successful loging anly

-::::Z- Both failed and successful logins

Server proxy account
[[] Enable server praxy account

Connechon provosoees

Server:
NMSVOE,SQL201 4Express Options

Connection:

s ["] Enable C2 aud tracing

&y View connection propertiss
[] Cross database ownership chaining

Progress
Ready

Care
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How to Add SQL Server Authentication Login

1. Openthe SQL Server Management Studio Object Explorer.

2. Right click in the Security > Logins folder and select New Login.

3. Onthe General page, enter a Login name, select the SQL Server Authentication and
Enforce Password Policy options, and clear the User must change password at next
login and Enforce password expiration options.

Figure 9: Creating SQL Server Authentication Login

g

Select a page
1A General

124 Server Roles
_‘ﬁ User Mapping
127 Securables
2 Status

Connechion

Server:
NMSYD5NSQL2014Express

Connection:
sa

2 View connection properties

Progress
Ready

Login - New - B
‘E._js Script - L’j Help
Login name: netspan Searc!
) Windows authertication
(@) SGL Server authentication
Passward: seannee
Corfim passwaord: |uuuo
Enforce password policy
[] Erforce password expiration
() Mapped to certificate
() Mapped to asymmetric key
[ Map to Credential
Wapped Credentials Credertial Provider
Default database: master b
Default language: <default> v
Cocs

4. Select the Server Roles page.
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5. Inthe Server roles list, select sysadmin. Click OK. The login setup is complete.

Figure 10: Add sysadmin role to Login

g Login - New = =

S Ssem - s
ﬁ Server Roles
%A |ser Mapping Server role is used to grant server-wide security privileges to a user.
4 Securables
124 Status

Server roles:

[ bulkadmin

[] dbereator

[] diskadmin

[] processadmin

[¥] public

[] securityadmin

[] serveradmin

[] sstupadmin

Gomgn ]

Connechion

Server:
NMSVD545QL2014Express

Connection:
53

_‘!;? View connection properiss

Progress
Ready

ok || Cancsl
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B How to Add Windows Authentication Users

This appendix describes the process for adding a Windows Authentication user once SQL Server has
been installed.

1. Openthe SQL Server Management Studio Object Explorer and connect through an
existing SQL Server Authentication account. (If the Object Explorer panel is not visible, open
it using the View menu option.)

2. Expand the Security folder tree and right click on the Login folder. Choose New Login from
the popup menu.

Figure 11: New Login option

Object Explorer -9 x

Conect= & 3= 7 1.3
B NMSVOS\SQL2014EXPRESS (SQL Server 12.0.2000 - ne|
< Databases
4 System Databases

¥ 1) master

& U moded

3 13 maco

# [ tempdb

3 Security

& (BT
8,  Newlogin. Logines
8¢ Fier * Ginee
L Starn Powershell |
L) |
g Reports . \
8¢ Refresh |

& NY AUTHORITASYSTEM
& NT SERVICE\MSSQL $SQR2014EXPRESS
8 NT SERVICE\SQLWriter
& NT SERVICE\Winmgms
L)
2 [ Server Roles

3. This opens the Login - New window.

Figure 12: Login — New window

d Login - New - o IEH|

Select 8 page & scipt ~ [y Help

4 General

& Server Roles

# User Mapping Login name: | Seaich
% Securables 8 Windows suthentcabion

* Stats

S0L Server authentication

o
)
L
Connection Mapped to certificate
Servar Mapped to asymmatric kay
MMEVIE S OL20N4EXPRES | Map to Credantial
Connection
netspan Mapped Cradentials Credential Providar
2! View connection
Progress
Ready Dafsult database master w
Dafault language <defaul =
Ok Cancel
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4. Click the Search button associated with the Login name field. The Select User or Group
window is displayed.

Figure 13: Select User or Group window

Select User or Group

Select this object type

Usar or Bult-in secunty principal Object Types

Frarm this location

NMEWIS Locations

Enter the object name bo select (examgples)

Advanced Caneel

5. Click Locations.

6. Inthe Locations window, select Entire Directory and click OK.

Figure 14: Locations window

Locations n

Select the locabion you want lo search

Location:

# NMSVO5
e |

0K Cancel

7. You are returned to the Select User, Service Account, or Group window. In the Enter the
object name to select field, enter the login name for the user you are creating. Click Check
Names to ensure that the user name is valid, and OK to confirm.

Figure 15: Select User, Service Account, or Group window
Select User, Service Account, or Group ﬂ
Select this object type:
User or Built-in secunty principal Object Types...
From this location:
Entire Direclory Locations...
Enter the object name 1o select (examplas)
nish Azam i SIS BN COm Check Names
Advanced... oK Cancel
UGD-D00738
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8. You are returned to the Login - New window. In the Select a page panel, click Server Roles.
Select the sysadmin option to assign the system administrator role to the user you are
creating. Click OK.

Figure 16: Server Roles window

E Login - New - o IEH|

Select o page % Seipt = I3 Help
* General

* Server Roles
* User Mapping
# Securables
# Sints Server roles:
|| bulkadmin
dbcreator
diskadmin
processadmin
public
securityadmin
serveradmin
| setupadmin

8 svsodvin

Server role is used 1o grant server-wide security privileges 1o & user.

LRI

Connection

Server
NMSVIS\SOLI014EXPRES

Connection:
netspan
3¢ View connection

Progress
Ready

OK Cancel

9. Verify that the login you have created works as expected by connecting to the server using
the new Windows Authentication account.

Figure 17: Connect to Server window

ad Connect to Server ﬂ
Microsoft SQL Server 2014
Database Engine
Server name: NMSVO5\SQL2014EXPRESS v
Authentication: Windows Authentication v

AIRSPAN\dazan

Connect Cancel Help Options >>
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C Abbreviations

s Internet Information Services
os Operating System
SQL Structured Query Language
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